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Easier Development 
for ICT Partners

Huawei’s eSDK 
platform enables 
third-party 
developers to 
create innovative 
solutions that 
help customers 
accelerate 
their business 
transformation. >>
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D igitalization has been penetrating enterprise and telecommunication businesses for decades. And 
the future looks bright across all enterprise vertical industries for every company committed 
to unleashing new commercial opportunities by leveraging the full gamut of advanced ICT 

technologies.

Greater Cooperation
Businesses in different industries vary greatly in 
their information service needs. Common ICT solu-
tions may be inconvenient to use, have high O&M 
costs, or both. To realize the greatest benefit from 
their ICT investments, end-users often need the ser-
vices of specialized integrators who have a detailed 
understanding of their specific industry.

Keeping up with current demands for digital 
transformation services has become a concern for 
ICT service providers. This challenge calls for large-

scale collaborative efforts across each industry chain. 
As an ICT infrastructure supplier, Huawei acted on 
the fact that increased collaboration with industry 
partners is a necessary function. To that end, Huawei 
and its partners have combined their strengths to 
provide a development ecosystem that facilitates 
open, tailored, and innovative solutions.

Full-Process Developer Support
Huawei’s ecosystem Software Development Kit 
(eSDK) unlocks the capabilities of its ICT infrastruc-
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• Manual Updates: Field technicians and, in 
some cases, end users can apply updates to devices 
while they are used in the field. Typically, this is 
only done when a critical issue is encountered that 
must be fixed by installing new firmware provided 
by the manufacturer. For example, this is the way 
most car manufacturers work today. If you need to 
update the software in your car, you will probably 
take it to the dealership. The obvious disadvantage 
of this approach is that it is prohibitively expensive 
and therefore does not scale.

• Automated Updates: This is where the in-
novators of today are and the mainstream will 
go. Companies taking advantage of automated 
software updates gain significant competitive 
advantage by having the ability to improve their 
products over time without leaving their custom-
ers’ hands. Automation ensures that the cost of 
deploying mass-scale updates is very low, which 
allows updates to be deployed frequently.

It is clear that automated software updates must 
become standard practice for the IoT to continue 
growing, and those who obtain this ability first 
have a significant advantage over the rest of the 
industry.

Designing for Automated Updates
There are clear analogies to what has happened in 
the IT infrastructure industry and what has begun 
to happen with updatability for connected devices.

However, there are also issues that make deliver-
ing updates to connected devices more challenging 
than in other domains.

• Expensive to Reach Physically: A connected 
device can be physically located very far away 
from its manufacturer. This means that a critical 
problem with the update could leave the device 
unusable and require physical access to fix — a 
very expensive solution whose costs may never be 
recovered.

• Unreliable Power Source: Many connected 
devices rely on battery power or may otherwise be 
disconnected from their power source at any time. 
This requires the software update process to have 
the ability to safely recover from a loss of power.

• Unreliable and Expensive Network Traffic: 
Most connected devices use wireless networks, 
like 3G, that have frequent and intermittent con-
nectivity losses, such as when a mobile device is 
moved to an area with low cell coverage — like 
underground. The software update process must 
take such interruptions into account to ensure 
that update integrity is maintained in the event of 
lost connections. Ideally, the update process will 
conserve network traffic by resuming a partial 
update through applying intelligent compression 
or differential segmentation.

• Unsecure Networks: With updates happening 
over wired and wireless networks or Internet con-
nections, the update process is exposed to threats 
from attackers who can intercept and manipulate 
network payloads. There have been several 
examples of lax security in update processes, al-
lowing attackers to inject malicious software into 
embedded devices.

Tackling these challenges requires domain 
expertise and technical skills that the majority of 
IoT product teams do not have. With time and 
investment, such skills can be acquired but only at 
the expense of resources that can be better used to 
create product value.

The economics of every company investing to 
build a software updates solution in-house is not 
justified because of the significant investment 
required to achieve reliability. There is typically 
no business-specific logic in a software updates 
solution, which is exactly why it makes sense to 
find a third-party solution to leverage in the update 
process.

At Mender, we are developing a standalone 
open source software updater that manufacturers 
and embedded product companies can integrate 
into their products, independent of industry 
verticals. The benefit of using the Mender solution 
is the ability to cost-effectively deploy automated 
software updates to remote devices. Today, Linux 
is enjoying an explosive growth in embedded 
devices, in particular because of the Yocto Project, 
whose goal is the creation of custom distribution 
for embedded Linux products.▲
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ture products to third-party developers. By 
adopting standard interfaces and integrated 
plug-ins, the eSDK allows developers to 
easily create upper-layer applications that 
respond to customer needs quickly.

Huawei’s ICT products have been deployed 
within customer networks in more than 170 
countries for a wide range of data storage, 
processing, and transmission services. 
Although Huawei’s capacity for providing 
customers with high-performance, high-
reliability equipment and software is an 
advantage, the end-use customers in various 
industries often need custom solutions to be 
integrated into existing business processes. 
To this end, Huawei is collaborating with 
partners who have a deep understanding of 
particular vertical industries to build solutions 
that directly benefit enterprise end users.

H u a w e i  i n c o r p o r a t e s  A p p l i c a t i o n 
Programming Interfaces (APIs) in almost all 
its product lines, including cloud computing, 
unified communications, enterprise mobile 
security, Software-Defined Networking 
(SDN), and the analytics applications used 
for Big Data. The partners who have tradi-
tionally performed secondary development 
for Huawei products required both domain 
expertise and significant time and labor 
investments to train on Huawei products. In 
2013, this changed with the launch of the 
eSDK platform. This platform provides stan-
dard APIs that can be invoked by developers 
using a variety of common programming 
languages and protocols for accessing the 
open capabilities of Huawei products. The 
result is that developers are freed to focus 
on innovating custom solutions for their cus-
tomers without having to possess an overly 
detailed understanding of each component. 
Access to the eSDK includes the usual 
basic toolkits and documentation and, most 
importantly, the types of full-process service 
support that are needed for after-market 
solutions development.

End-to-End Support
The eSDK provides partners with end-to-end 
support, from knowledge buildup to com-
mercial launch.

• Developer Community: Developers obtain 
the required toolkits from the online Huawei 
developer community. This community also 
provides the latest updates on Huawei open 
product capabilities and success stories.

• Remote Labs: Although Huawei products 
are provisioned for after-market development, 
the cost for procurement, transport, installa-
tion, and commissioning of the hardware nec-
essary for secondary development can require 
a big initial investment of time and money. 
If the up-front costs are too high, developers 
may hesitate to start. With this understand-
ing, Huawei has built multiple laboratories 
populated with a full range of Huawei 
products that can be accessed remotely by 
registered developers for development and 
testing purposes. Huawei’s developer services 
include shared tutorials, Beta software trials, 
and application authentications.

The remote lab in Suzhou, China has 
provided support to over 300 Independent 
Software Vendors (ISVs) and more than 1,000 
developers. The recently completed remote 
lab in Munich, Germany offers an even wider 
range of services to developers. There are 
plans to build seven more remote labs world-
wide to provide developers with a free, cloud-
based lab environment.

• Multi-Channel Technical Support: 
Developers occasionally encounter problems 
that cannot be resolved using reference 
documentation. The goal is to train develop-
ers to understand the system logic and open 
capabilities of Huawei products. To achieve 
this result, Huawei provides one-to-one sup-
port via email, online consultation, and a tele-
phone hotline. Additionally, Huawei conducts 
face-to-face training by subject-matter experts 
for all different levels of development.

• Integrated Development Environment 
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(IDE): The eSDK includes an IDE tool that can 
be used as a plug-in for popular development 
environments. The IDE tool allows developers 
to connect to remote labs to obtain field-proven 
eSDK packages, debugging resources, and ap-
plication releases for the purpose of improving 
their development activities.

• Marketplace: End users, ISVs, and Huawei 
share the common goal of achieving success. To 
facilitate this goal, Huawei provides Marketplace 

— a solution demonstration platform on which 
ISVs demonstrate their applications and end 
customers obtain the latest solutions.

• Social Media: The eSDK provides the 
‘Huawei Developer Community,’ an official 
account on WeChat, and ‘Huawei eSDK,’ an 
App that allows developers to access the latest 
updates anytime, anywhere. Social media allows 
more than 4,000 developers to discuss common 
interests and share experiences.▲

Case Study

eGovernment Cloud Solution
Huawei collaborated with Esri, an international supplier of Geographic Information System (GIS) soft-
ware, web GIS, and geodatabase management applications, to develop an eGovernement Cloud solution 
for customers in the government sector. Using open interfaces provided by the eSDK, Esri delivered Arc-
GIS, featuring access to government cloud services, high work efficiency, and ease of maintenance.
The ArcGIS solution provides a GIS platform that displays and manages the correlations between geo-
graphical location information and land use, as is necessary for routine government operations. Esri ad-
opted the cloud-based Infrastructure-as-a-Service (IaaS) approach to build its private cloud management 
system to allow customers to obtain resources on demand and allocate them to specific tasks at the lowest 
possible cost. For example, data loading consumes hard disk resources; data analysis tasks generate heavy 
CPU workloads; and imagery requires Graphics Processing Unit (GPU) cycles.
The Huawei eSDK provided the following FusionSphere APIs:
• Resource Invocation: Queries resources and assigns identifiers to create service nodes correctly. For 
example, a service node will be created only if the corresponding resource pool conditions exist, such as 
the virtual hardware configuration, network policies, mirroring policies, and traffic volume. If the required 
resources do not exist, they can be created using the resource invocation interface.
• Template-Based VM Generation Interface: Allows ArcGIS service nodes to be automatically created by 
the GIStack or manually created by users based on resource loads when map caches are being generated. 
This functionality improves efficiency by reducing the time needed to process individual tasks in multi-node 
and multi-process modes.
• Resource Deletion Interface: Recovers computing resources after the completion of a task, such as map 
slicing and map cache construction, to prevent resource wastage.
Esri used the Huawei FusionSphere Cloud Computing Solution for the underlying layer of ArcGIS. To sim-
plify system maintenance, Esri invoked Huawei’s FusionSphere APIs to develop an ArcGIS management 
system, GIStack, which is based on the IaaS service provided by local private clouds. The GIStack enables 
maintenance personnel to implement integrated and automatic delivery of all IT resources and ArcGIS 
software stacks that the GIS application system requires. The GIStack also helps monitor system O&M and 
scale resources up or down dynamically. ArcGIS end users need only focus on the construction of their own 
application services.




